Al in Healthcare: Clinical and Financial Applications

Unlike traditional models leveraged today, Al
N2 A e N models can analyze vast amounts of data from
different sources in real-time. They excel at
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recognizing complex patterns and can predict
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on individual journeys. Robust predictive
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Data Privacy and Security: What To Know & What To Ask
1 TECHNICAL SAFEGUARDS:

Access and Audit Control, Transmission Security, Integrity, Person or Entity Authentication
What to ask:
How does your Al product/service ensure that technical safeguards are in place to protect patient health
information (PHI) from unauthorized access and breaches?
e How is access to PHI managed and monitored?
+ What encryption methods do you use to secure PHI during storage and transmission?
« How do you maintain audit records and logs for PHI access?
o How is the integrity of PHI maintained across your systems?

z PHYSICAL SAFEGUARDS:
Infrastructure Access Controls, Infrastructure Security, Infrastructure Use, Device and Media Controls
What to ask:
What physical safeguards are in place to protect PHI stored or processed within your Al systems?
« How do you secure physical and cloud-based locations where PHI is stored or processed?
o How do you manage devices that access or store PHI?
o What infrastructure controls are in place to secure the hardware storing PHI?

ADMINISTRATIVE SAFEGUARDS:

3 Security Management Process, Assigned Security Responsibility, Workforce Security, Information Access
Management, Security Awareness Training, Security Incident Procedures, Contingency Plan, Evaluation, Business
Associate Contracts

What to ask:

What physical safeguards are in place to protect PHI stored or processed within your Al systems?
« How do you secure physical and cloud-based locations where PHI is stored or processed?
« How do you manage devices that access or store PHI?
o What infrastructure controls are in place to secure the hardware storing PHI?
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https://calendly.com/d/crjd-zyv-4rg/intro-to-merit-medicine

